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Introduction 

The world of medicine is being irrevocably changed by the "e-" word. It has become common to hear of new "e-health" web sites or "on line consulting" services, some offering promises of 'speedy access' to health professionals. However, the scene remains one of confusion and uncertainty - these new technologies remain largely unproven and their clinical and medicolegal risks are mostly unknown. The medical profession has a duty to protect patients and doctors from the dangers of misusing them in clinical practice and to inform them of their drawbacks. This is not to say that e-medicine has no future, but it is better to make careful progress rather than suffer the harm that ill considered use of e-consultations could cause to doctors and their patients. At present there is no formal guidance that encompasses all the various types of "e-consulting". 

This paper has been produced with the help of the BMA, RCGP/GPC's Joint Computing Group and in association with the profession's indemnity organisations to provide broad guidance for health professionals. It considers the various consultation options currently available to patients and clinicians. However, it does not make any judgement as to whether these various mechanisms are ultimately beneficial or not. This guidance should be considered as interim until the way forward is clarified by appropriate use and the views of society as a whole.
 (See appendix 1 for a summary of the guidance). 

Concepts of the consultation 

The consultation is an exchange between a patient and a doctor. 

· Consultations in healthcare have previously been founded on direct face to face conversational exchanges. 

· With the exception of modem telephony, electronic communications cannot replicate the richness of human to human conversation. 

· Placing an electronic communications system between the doctor and the patient has the potential to seriously damage this exchange and thus the consultation process. 

· Doctors have a duty to recognise this, inform their patients, and always act within the limitations of the selected communications method. 

Before considering the various options available, it is useful to remind us of the fundamentals of the consultation process. 

Ethical principles 

The following ethical principles can be applied to any mode of consultation: 

· All consultations should take place against a background of valid consent. The doctor should ensure that the patient has sufficient information and the competence to make an informed decision. This would include making the patient aware of any limitation that may exist within the consultation process that could affect the accuracy, reliability or safety of any assessment or plan of action. 

· Where the limitations change over time, the doctor has a continuing duty to re-inform the patient so that the patient's consent may be renewed. 

· The doctor has a duty to recognise and make allowances for any limitations placed upon the consultation by the technology involved. 

· The doctor must not place his patient at risk by using an unsafe method of communication. Where consent is given by a patient to use a potentially substandard communications method, it would be wise for the doctor to record the consent granted. 

· The doctor has a duty to indicate the accountability arrangements in place and how the patient can access these should problems develop in the doctor/patient relationship. 

· The doctor should always keep all necessary records of the consultation and do so in accordance with the relevant regulatory controls and the Data Protection Act 1998.

Duty of care 

If a consultation occurs, regardless of the method, the doctor assumes a duty of care that is appropriate to the condition or conditions being treated. This duty of care extends to not only dealing with the problems presented but also any others that arise and includes any necessary follow-up or onward referral. 

The duty of care only terminates when the patient and doctor agree or when another doctor agrees to assume responsibility for the care of the patient. 

The consulting doctor also has a responsibility to ask the patient if they can communicate a report of the consultation and actions that arise to the patient's GP. 

Ultimately, the doctor must be in a position to be able to make a management decision regarding the patient's condition and it is inevitable that the communication method used in the consultation will influence the doctor's ability to do this. 

Different forms of consultations 

Critical to the world of e-consulting is the access the doctor has to the patient and vice versa. 

Face to face consultations 

Face to face consultations, ie where patient and doctor are in the same room, allow the doctor not only to take a clinical history and establish the basic facts of the consultation but to perform a physical examination and ascertain any other elements to make a full assessment of the patient. 

Face to face consultations should be considered the gold standard against which other types of consultations should be judged. 

Telephone consultations 

During a telephone consultation the doctor cannot see, touch, examine, investigate, smell or in the strictest terms, even hear the caller/patient. Each caller is listening to an electronic reproduction of the other person's voice, however, modem telephony is such that the normal nuances and complexities of human verbal communication are preserved. The distance between telephones is irrelevant but will influence the decisions that follow should the patient need to be seen at a face to face consultation. To compensate for these limitations, consulting over the telephone should normally be modified to allow the patient greater time to explain their problem. The doctor should also take a detailed history and seek the answers to all the relevant direct questions. There should be a summation and agreement with the caller/patient as to what exactly the problem is that the doctor is attempting to solve. The doctor should explain their assessment and detail the action he intends to take. If it is not possible to safely manage the patient over the telephone, the doctor should arrange a face to face consultation and make an appropriate referral. 

Although telephone consultations are in fact "e-consultations", the problems of authentication of identities may be reduced because people can be asked to ring back and calls are usually directed to identifiable telephone receivers. During the exchange, the clinician can usually adequately determine that they are talking to the caller (rather than an imposter) from their knowledge of the patient and the content of the call. 

It should be remembered that telephone calls are rarely conducted over secure connections. 

As with all consultations, the fact and content of all telephone consultations should be recorded in the patient's records. 

Telephone consultations when correctly conducted can be considered to be safe and acceptable practice. 

Telemedicine 

Telemedicine is a general term used to describe two sorts of consultations - live and time delayed. 

Live telemedicine is where the clinician and patient (or others) are communicating via a real time live audio-visual link. The quality of this sort of consultation is very dependent on the quality of the system being used. A poor, low quality link may mean that the images lack detail and both the images and sound may be fragmented, distorted and often separated in time, sometimes delayed by several seconds. These difficulties can be overcome but may, in some circumstances, place severe limitations on the doctor's ability to observe the patient and to interpret images safely. When using the best facilities, live telemedicine can approach the quality of communication that occurs in a face to face consultation, but there is always the limitation that the patient cannot be physically palpated or examined. The normal nuances of voice communications are present to at least the extent that they are in a telephone consultation and are enhanced by the additional visual content of the consultation. It should be remembered that live telemedicine requires the patient and two doctors to be available at the same time. 

High quality live synchronous audio-visual consultations ( live telemedicine ) should be safe enough for consultations but current experience is limited. 

The second form of telemedicine is where a visual image of the patient is captured and then transmitted electronically to the clinician (time delayed telemedicine). This could be one or more still images or sequences that may or may not be associated with either a text message or, in the case of a visual sequence, a soundtrack. Examples would be a picture of a mole E-mailed to a dermatologist or a video clip of an echocardiogram e-mailed to a cardiologist. Such exchanges are usually asynchronous, ie distanced in time with a delay between the image being captured and viewed by the recipient. These asynchronous exchanges suffer the same limitations as e-mail exchanges and require the same levels of security and confidentiality. The resolution of the images should be recorded. 

Time delayed exchanges of electronic images or other representations ( time delayed telemedicine ) are unlikely to be able to support clinical management decisions. General advice alone might be appropriate. 

A further form of telemedicine - telemetry - is where biomedical and biochemical data is sent to the doctor from a remote site via an electronic link. Examples of this would be blood sugar or blood pressure measurements or the weight of a patient with heart failure. This data can be viewed live or, more commonly, collected at fixed intervals. Although the telemetry itself does not contribute to or form part of the consultation with the patient, it can provide the doctor with more comprehensive, accurate and timely data with which he can make management decisions. However, as with other forms of electronic communication, mechanisms should be in place to manage information received in this way. In particular, protocols for emergency situations should be clearly understood by all parties. 

On line consultations 

This term is commonly used to describe one of several forms of electronic communication. 

Live on line consulting may be defined as a situation where the patient and clinician are electronically linked in real time. However, they are only able to exchange text messages, typed on the keyboard by one party, with the other viewing the message on their screen. This form of communication is analogous to a personal medical chat room. Although there are parts of the world where electronic communications have been used very successfully to improve contact with clinicians (e.g. Africa and Australia), there are few parts of the UK that would require such links. 

Doctors should consider whether an alternative mode of communication, eg telephone, would be more appropriate if both patient and doctor are connected electronically and able to exchange typed communications in real time. 

On line exchanges are severely limited by the keyboard. It is extremely difficult (if not impossible) to properly capture the breadth and meaning of the spoken word in text alone the nuances, intonation, or emphasis of speech cannot be conveyed. In addition, the speed of communication is massively reduced in comparison to normal conversation by virtue of the need to type the words onto the screen. It is also extremely easy to misinterpret the meaning of pure text exchanges. Although the communication is not limited in quantity or range, (either party can type as much as they like abort anything they like) and the attempts to develop 'netiquette' symbols to convey meaning (such as a colon, hyphen and open brackets used to imply dissatisfaction, i.e. :-( ), this should not be considered robust enough for a doctor to have adequately communicated with the patient-. 

There are few benefits to be gained from live online consulting compared to a telephone consultation. 

The next form of so-called on line consultation is an exchange of free format electronic text but asynchronously without the live real time link. One party sends an e-mail and the other party responds. The imposition of any time delay into the communication in addition to the points raised above degrades its value even further. It is self evident that, should response times extend to 24 hours or more, medical management of anything except the simplest illnesses would be most unsafe. However, this form of electronic exchange might be suitable for requests for low level services such as repeat prescriptions or booking appointments. 

The third and more common sort of on line consultation is an e-mail exchange where the patient/caller fills in an electronic form. These forms tend to be comprised of boxes into which text only answers can be typed, drop down menus from which selections can be made and/or tick boxes that are used to indicate a positive or negative response. These are more correctly described as e-mail questionnaires. Such questionnaires represent a constrained and asynchronous communication that is totally controlled by the doctor. If an option to report a symptom or problem is not made available to the patient it simply cannot be reported to the doctor. As with free format e-mail exchanges, the patient can only access one contact at a time, the host site can accommodate literally millions of patients simultaneously. This raises the question of the motivation of the doctor to enter into this form of consultation and the attention the patient will receive to their individual problem. 

Time delayed e-mail exchanges are not safe enough for consultation. Providing authentication, security, integrity and non-repudiation concerns are satisfied, they may be useful for general low-level non-clinical communications with patients. 

Digital television 

Digital television is not a distinct service or communication medium in itself, rather it is a technology that allows the forms of communications discussed in this document to be carried out via a domestic television set. With Digital television, audio visual connections are possible, as well as plain text communications and these can be live or asynchronous. Digital television should not, therefore, be thought of as having any special characteristics - rather that the concerns and limitations raised above for the telemedicine and on line consultations would apply. Top of page 

General considerations for electronic communications 

Security 

Doctors have a duty to ensure that information they obtain from patients is kept securely and is not available to those not entitled to see it. Except in specific physically defined electronic communications arrangements, it is usual for electronic messages to be handled by intermediaries during transmission and/or during storage, prior to collection. Those communicating usually have no direct control over who the intermediaries might be or where the intermediary systems are located. It is, therefore, impossible to be certain that the message is being handled securely at all times and at all places on its journey to the recipient. For this reason, it is essential that the message should itself be secure and the minimum to achieve this would be encryption. It is BMA policy that no patient identifiable data should be transmitted electronically unless the message is encrypted. Sending patient identifiable data via insecure e-mails is unacceptable and is analogous to writing confidential medical information on a postcard and sending it via the mail. The preferred method of encryption is a combination of private and public keys. The NHS Information Authority has recently launched its strategy for security in the NHS (www.nhsia.nhs.uk). 

Attachments 

E-mail can act as an electronic delivery system by using attachments (eg word-processing files, spreadsheets or databases). The recipient can work on the file or document directly or printout a copy. E-mail can be a very useful mechanism for distributing data, documents and collecting comments. A variation of this is sending data in the form of files that are uploaded to the recipient's computer system and thus avoiding the need for re-keying and duplication of work. Where documents are sent for comment or modification, version control is critically important. Where documents are sent for information purposes, it can sometimes be preferable to distribute them in a form that the recipient cannot modify. 

Content and tone 

Paper correspondence in medicine is, almost universally, drafted, proof read and then printed, signed and posted. Unlike paper letters, electronic communications tend to be much easier to initiate and rarely depend upon others for their generation and submission. Once familiar with the software, it is usually possible for the user to send e-mails, within seconds, as a response to an incoming e-mail or when a thought occurs to them. The convenience has great benefits but it can also lead to a diminution of the thresholds at which people communicate. This can lead to misunderstandings, which are probably less common in traditional printed paper communications. E-mails tend to be shorter truncated snippets of communications compared to their more considered and comprehensive paper equivalent. This can lead to e-mails being sent when no communication would otherwise have occurred and can have dramatic workload implications. 

Carefully consider the content of any e-mails you intend to send. Human beings are used to communicating face to face using the spoken word. The typed and remotely displayed word is a different form of communication that has none of the normal auditory clues that can imply meaning. The phrase "That's a good idea" spoken in a sarcastic tone has a very different meaning to the same words spoken in a generous and congratulatory tone. It is not possible to convey this meaning in text-only electronic communications. When constructing all electronic message, consider whether the words, as the recipient will see them, might be misconstrued. 

Given the ease with which it is possible to reply instantaneously, users of e-mail should remember that the laws of libel and redress apply equally to electronic communications avoid anger, sarcasm and harsh criticism. Do not act impetuously - is your first reaction the one you want the recipient to receive? 

It should also be remembered that e-mails can be and often are forwarded to other parties. Do not include anything in an e-mail that you would not communicate by any other form. When forwarding an e-mail, consider whether all of the content of the original message needs to be or should be forwarded to the next recipient. Some e-mail systems have a facility that allows the sender to prevent the e-mail from being forwarded. As with paper communications, e-mails should never be forwarded to a third party without the expressed approval of the sender. 

It is often preferable to save a draft of a message and read it again later before sending it. You may change your mind about the appropriateness of its content. 

Always end an e-mail with your name, organisation and telephone and alternative contact details. 

Workload implications 

In general, individuals and organisations that employ e-mail tend to find that it adds to their existing workload. There is a natural desire to answer every e-mail but, given the above and the fact that, often, e-mails are sent to multiple recipients, this is not always necessary or possible. E-mail can be very convenient but it requires time to manage and this should be considered before it is implemented in clinical practice. A practice would have to commit itself and its staff to monitoring its e-mail at least as frequently as their surface mail and certainly frequently enough to comply with any stated response times. Apart from low-level patient requests, it is difficult at present to conceive of many areas of clinical activity where e-mail could replace other forms of communication. 

Response times 

Expected and anticipated response times should be made clear in any communication. E-mail is not suitable for emergency or urgent communications - you will not know when the recipient receives or reads the message. 

Responding and replying to more than one person 

E-mail systems have the facility to send messages to more than one recipient. Ask yourself, do all recipients need to see the reply? When sending e-mails to a number of recipients at the same time, it is very important to make it clear who is expected to respond and to whom they should respond. 

Unless steps are taken to prevent it, when you send an e-mail, all the addressees will see the e-mail addresses of the other recipients. E-mail addresses should be considered private unless you have been informed otherwise. 

Subject fields and labelling 

All e-mail systems have a subject field that allows the sender to indicate the content of the e-mail. Use the subject field judiciously with a few short descriptive words to indicate tile contents. This will assist the recipient to prioritise e-mails and aid future retrieval of messages. 

E-mails can be marked for importance and sensitivity, such as urgent or private and confidential. Such facilities should not be abused because to do so devalues their effectiveness. Do not mark e-mail as important or confidential unless they are. 

Availability 

E-mails will still be sent to you even you are not available, as the sender is unaware of your absence. Advise people when you are not going to be available electronically. It is not necessary to e-mail all your contacts about each absence - most systems have some form of automatic "out of office reply" facility that can be set to automatically reply to the sender that you are unavailable until a given time. 

An alternative to automatic replies is to authorise another person to read and respond to your e-mails during periods of absence i.e. vacations or illness. There needs to be a clear protocol as to who, besides the addressee, should triage and/or process the messages. Such a policy should incorporate the necessary security and confidentiality issues. 

Storage 

As with all computerised data all electronic communications should be backed up and archived appropriately. Safeguards against a system crash and loss of data should also be ill place. 

Specific considerations for the use of e-mail communications in healthcare 

Geographical boundaries 

The delivery of primary healthcare in the NHS is built upon the concept of the registered list and activity within a local health care community. Electronic communications know no geographical boundaries and thus it is possible for doctors to be contacted by patients outside these boundaries. 

The concept of the practice area is not sustainable with e-consulting. Registered patients might contact their GP from anywhere on the globe and patients could claim to be temporarily resident in the UK when they are not. Neither the doctor nor the patient can ever be sure where the other is located. The fact that any e-patient could claim temporary resident rights must be considered in detail by any NHS GP intending to charge for e-services to those not on his NHS list. 

In addition, there is no clear understanding of which jurisdiction would deal with any problems that arose as a result of the care provided. Current advice is that the doctor could reasonably be pursued in both the country the e-mail was sent from and the country it was received in. It is possible for a doctor to be consulted by a patient from a country where he has no recognised qualifications or professional status and this might lead to criticisms, which could be raised with the GMC by the overseas registration body. In addition, the benefits of membership of an indemnity organisation may not apply overseas and this too should be borne in mind if a claim arose in another country. 

It should also be remembered that the transmission of patient data outside the European Economic Area (15 EU member states together with Iceland, Liechtenstein and Norway) is strictly forbidden (Data Protection Act 1998) unless that country or territory ensures an adequate level of protection for patient data. 

Institutional and organisational boundaries 

Institutional and organisational boundaries between primary and secondary care and between NHS and private care become ill defined. If patients know the e-mail address, they could contact any hospital specialist without the normal referral mechanism, therefore bypassing the GP. Even if the patient was referred formally, knowledge of the specialist's email address means they can attempt to communicate directly without reference to the GP. Specialists who decide to engage in e-mail communications directly with patients should bear in mind that they may be excluding the patient's GP from gaining access to potentially important information about the care of the patient. This can have clinical as well as medicolegal implications for all parties involved and can fragment the provision of medical care based as it is on the GP's gatekeeping role in the NHS. 

Authentication, security, integrity and non repudiation 

Authentication 

Authentication is vital. Whereas, in a telephone consultation both parties can build a degree of certainty about the person they are talking to (for example, where the patient has met the doctor previously, he may be able to rely on voice recognition and stalling or hesitancy could be spotted more easily), for e-mail exchanges this certainty is extremely difficult to establish. The patient has no means of confirming that they are, in fact, communicating with a qualified and registered professional and, likewise, the doctor cannot be certain that it is his patient that he is communicating with. 

E-mails can be sent by one individual from any number of devices and in any number of different locations. A person's electronic identity can be assumed or stolen by another. The doctor should provide the patient with sufficient information such that they can be certain the doctor is who he claims to be. In an electronic world this requires some form of identification authentication or electronic certification process and can only be reasonably assumed if the patient and doctor have met previously and exchanged matching tokens at that meeting. 

If a doctor were to enter into an e-mail exchange, he would also have difficulty in knowing where to send the response. He must consider the privacy of the e-mail once received. Can he be certain that only the patient will be able to read the e-mail" In almost all circumstances the answer to this will be no. For example, a girl has underage sex at a party and, not knowing whether she requires the morning after pill, she e-mails her GP using her friend's computer. Her electronic identity will appear as the person whose computer she has borrowed and the GP will, therefore, be unsure of where to respond to and will have to consider whether his response will only be seen by the patient herself. Notwithstanding this, he will also have to decide whether he has been supplied with sufficient information to make a clinical decision. 

Security 

Clinicians have a duty to protect the confidentiality of their patients and thus all synchronous electronic communications should be conducted via secure connections and all asynchronous exchanges that contain or imply patient identifiable data must only be sent using encrypted messages. 

Integrity 

Integrity is the certainty that the message has not been damaged or altered in any way during transmission. The system must be able to verify that this is the case for each and every message. 

Non repudiation 

Non repudiation is being able to refute the recipient's claim that they "never got the e-mail". It requires a mechanism of receipt acknowledgement and confirmation. 

Doctors considering electronic communications in the absence of systems that provide for the four aspects above should only proceed when the patient has been fully informed of the risks he is being invited to undertake. This informed consent must be obtained and recorded before communication proceeds. 

Record Keeping 

As with all other forms of consultations adequate records of electronic exchanges should always be kept. E-consultations with registered patients should be properly logged and recorded in the patient's paper or electronic record. 

Prescribing drugs electronically and over the internet 

In addition to accounting for all of the limitations mentioned above, doctors who prescribe drugs as a result of an "on line consultation" would have to Justify to their registration body why they issued a medication to a person: 

· whose identity they could not verify, in a geographic jurisdiction that they could not identify, using a system that severely constrains both parties ability to communicate, who they had not been able to see, hear, touch or examine and to which they will be unable to provide follow up care. 

Other than for requesting repeat prescriptions in the circumstances detailed above, drugs should never be prescribed as a result of an on line consultation. 

It should also be noted that doctors in the UK would be behaving unethically, and possibly illegally, if they became involved in the prescription of any medicines not licensed in this country. In accordance with the Faculty of Pharmaceutical Medicine's advice to pharmaceutical physicians, doctors also have a duty to bring to the attention of the Medicines Control Agency any instance where medicine has been distributed via the Internet, which bypasses national legislation. The Medicines Control Agency investigates any report of illegal activity involving the internet. 

Websites 

The medico-legal implications of providing medical advice electronically may depend on the way in which the doctor is communicating information. It could be argued that there is a difference between e-mailing an individual patient and making general medical advice available on a website. 

The purpose of a website might be to provide general medical information, to advertise a practice or to offer medical advice but the intention of the site should always be clear. Even if a website offers general medical advice only, the doctor may find himself assuming a duty of care and thus potential liability. 

Advertising should conform to the law, as well as any professional guidance, and it should be noted that the indemnity organisations warn that disclaimers offer little if any real protection against litigation. 

Web sites are relatively easy to establish but are quite difficult and time intensive to manage. Except in the most basic forms, they cannot be simply set up and left, as they require regular maintenance and monitoring, which for a complex site is likely to be daily. It is essential that the information they contain is kept up to date and, if they offer means of contacting the host organisation, it will need to respond to communications received. 

Health information on the Internet 

Increasingly, patients are bringing information to consultations that they have accessed via the internet. Doctors should not discourage this practice. If patients present with interact printouts, it demonstrates that they have taken an active interest in their health and it may be that they spent considerable time finding relevant information. 

It might be considered as a direct challenge to the traditional role of the doctor as the source of medical information, but the profession must accept that patients will use other means available. They are now sharing the information-gathering role but often seek their doctor's advice about applying the information to their individual circumstances. This should be seen as a reaffirmation of the doctor as the patient's medical advocate and the profession should welcome more time during consultations to concentrate on decision making. However, having an increased amount of information to discuss could lead to longer single consultations or for further discussion spread over several consultations. Patients need to recognise the pressures and constraints that doctors work under and appreciate that they may have to allow their doctor time to consider the information presented. 

Doctors who wish to help patients develop appraisal skills for assessing the quality of health information found on the internet could refer them to GPC guidance 'Searching the internet for medical information - tips for patients'. 

Patients who present with large amounts of information may, need to discuss their problems over several consultations. 

Help patients learn how to assess the quality of medical information on the web. 

Charges and fees 

NHS GPs may not charge their registered patients for any form of electronic communication or consultation. If a practice decided to offer these services to its NHS patients, this work would be considered to lie within the provision of general medical services/personal medical services. 

Further advice 

Further advice on e-consulting can be obtained from: 

· local BMA regional office (BMA members only)

· local medical committees

· indemnity organisations

· GMC

· local PCG/PCT IT leads

· Royal Pharmaceutical Society

· Medicines Control Agency

· Advertising Standards Authority

· NHS Information Authority 

Further reading 

· 'GMC guidelines Advice and medical services on-line or by telephone', GMC News 1998 (www.gmc-uk.org). 

· 'Seeking patients' consent: the ethical considerations', GMC February 1999. 

· 'Health Internet Ethics.. Ethical Principles for Offering Internet Health Services to Consumers' Health Internet Ethics (www.hiethics.org). 

· 'Code of Conduct for medical and health websites' Health on the Net Foundation (www.hon.ch/HONcode). 

· 'Guidelines for Medical and Health Information Sites on the Internet: Principles governing AMA websites', American Medical Association 2000. 

Appendix 1 

Summary of dos and don'ts when using electronic communication 

Do : 

· Ensure that the patient is provided with sufficient information and has the competence to give his valid consent.
· Assess the method of communication employed and make allowances for any limitations placed upon the consultation by the technology involved.

· Only assume that the duty of care has terminated when the patient has agreed or when another doctor agrees to assume responsibility for the care of the patient.

· Ask the patient if you can communicate a report of the consultation and actions that arise to the patient's GP.

· Always record the resolution of any images sent via electronic communication.

· Carefully consider workload implications prior to agreeing to communicate with patients via e-mail.

· Carefully consider the content of any e-mail sent.

· Always end an e-mail with your name, organisation and telephone and alternative contact details.

· Ensure that the patient is aware of when they can expect a response to an electronic communication.

· Use the subject field Judiciously with a few short descriptive words to indicate the contents.

· Advise people when you are not going to be available electronically.

· Back up electronic communications and archive them appropriately.

· Remember that consulting with a patient from a country where you have no recognised qualifications or professional status could lead to a complaint being made to the GMC (and you may not have indemnity).

· Provide patients with means of identification so that they can be certain you are who you claim to be.

· Ensure a receipt acknowledgement facility is activated to determine when the recipient read the message.

· Always keep adequate records of electronic exchanges with patients in their records.

Don't.. 

· Send patient identifiable data electronically unless the message is encrypted.

· Use time delayed free format e-mail exchanges for consultation. (Providing authentication, security, integrity and non-repudiation concerns are satisfied, they may be useful for general low-level non-clinical communications with patients.)

· Use e-mail for emergency or urgent communications.

· Include anything in an e-mail that you would not communicate by any other form.

· Forward e-mails to a third party without the expressed approval of the sender.

· Mark e-mails as important or confidential unless they are.

· Transmit patient data outside the European Economic Area unless that country or territory ensures an adequate level of protection for patient data.

· Prescribe drugs as a result of an on line consultation (other than on receipt of a repeat prescription request from a patient - see above for acceptable circumstances).

· Charge your NHS patients for any form of electronic communication or consultation. 

